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SECURITY AND PASSWORD IMPROVEMENTS =SlKF
What is changed

Security and password improvements

Password security for Enlight Centre has been significantly strengthened to comply with
SKF's ISMS (Information Security Management Systems) framework and the latest ISO
standards. These changes were implemented in coordination with Jonas Vallstrom -
Information & Cybersecurity Officer for Global Services.

What is changed

e Minimum password length increased to 12 characters (maximum 72 characters).

e Passwords must now include a combination of uppercase letters, lowercase letters,
numbers, and special characters.

e Password history enforced - the last 20 passwords cannot be reused.

e The Forgot Password flow now validates the new password against the updated
rules before accepting it.

e The Change Password screen in User Admin has been updated to clearly display the
new password requirements and validate them in real time.

What existing users should expect:

After this production release, users whose passwords have expired or do not meet the new
policy will receive a password reset email to reset their Enlight Centre password. Users will
be guided through setting a new password that meets the updated requirements.

Change password Cancel Change password Cancel

Your password length must be minimum 12 and maximum 72
characters and contain at least one uppercase letter, one lowercase
letier, one number, and one special character.

Your passwerd length must be minimum 12 and maximum 72
characters and contain at least one uppercase letter, one lowercase
letter, one number, and one special character.

0Old password™*
Old password™

New password”

Confirm new password™

Your password length must be minimum 12 and maximum 72 characters.
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SECURITY AND PASSWORD IMPROVEMENTS

What is changed

Change password

Your password length must be minimum 12 and maximum 72
characters and contain at least one uppercase letter, one lowercase
letter, one number, and one special character.

0Old password*

New password”

sasssssenane

Confirm new password*

Ol

Set new Password

Your e-mail *

Your Verification Code *

New Password *

‘ 123456789011 « ‘

Password must contain at least one uppercase
@ letter, one lowercase letter, one number, and one
special character

Confirm Password *

° ‘

Didn't get the code? Resend code

& Back

Cancel Hierarchy

Routes

Insights

Devices

000000

Apps and Devices

View & Edit

View & Edit

View & Edit

Create report

View & Edit

View & Edit

| Your password must contain at least one uppercase letter, one lowercase letter, one number, and one special character
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USER INTERFACE IMPROVEMENTS 5 K F
Cyber security

User interface improvements

Cyber security

Application resize fix

Fixed an issue where the Enlight Centre application did not resize correctly when the
browser window was resized. Specifically, the responsiveness of the Hierarchy module has
been improved, which resolves the overlapping issue with adjacent modules in the web
application. The layout now adjusts properly at all screen sizes.

Search field validation

Improved input validation on search fields throughout the application. Whitespace and

unwanted blank spaces are now trimmed and will no longer count as valid search input.
This prevents unnecessary database calls and ensures search results are accurate and

relevant.

Supported sensor text update

Updated the supported sensor text in the Measurement Point configuration module. Enlight
Centre now shows that it supports the QuickCollect sensor CMDT 391/392.

i QuickCollect © Intemal sensor

Cuickecollect 3in1

Velocity AV [mm/s]

Welocity (V)
Enveloped Acceleration 2 (E3) rmax {hz, Alarm type

1K
Temperature (T} b Select... ~

Platform Upgrade

The Enlight Centre web application has been upgraded to use the latest version of its
underlying frontend framework (React v18). This is an internal platform upgrade — there are
no changes to how the application looks or behaves from a user perspective. The upgrade
ensures continued compatibility with modern web standards, improved stability, and better
long-term maintainability of the application.

REACT V17 TO Vi8

MIGRATION
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IMPORTANT NOTES =SlKF

Important notes

e Password policy change: Users whose current password does not meet the new
requirements or has expired will receive a password reset email after the production
release. Follow the instructions in the email to set a new password.

¢ QuickCollect sensor support: The Measurement Point configuration now reflects support
for CMDT 391/392 sensors.

e Platform upgrade: This is a behind-the-scenes change. You should not notice any
difference in how the application works.

e Resize fix: If you previously experienced overlapping or layout issues when resizing your
browser, this has now been fixed.
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